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Introduction 

For national retailers alarm signalling is a critical and 

expensive component of premises protection. The choice of 

technology and system governs how a site is protected and 

managed annually. This white paper outlines how the cost of 

signalling can be reduced using digital communications 

technology. 

 

Signalling today 

The annual cost of alarm signalling, security maintenance and 

event management is considerable using analogue telephone 

lines.  

 

Communications and management costs 

Analogue systems require a telephone line to operate on. The 

information transmitted is generally limited due to the cost of 

dialing up detailed events on a regular basis. Because the event 

data is limited site visits are generally required to investigate 

the system log, diagnose faults and re-visit to fix. Whilst a 

remote inspection of the alarm panel could be performed, there 

are additional call charges incurred and the security of the 

access is very limited discouraging use. There are two types of 

analogue signalling system: 

 

Digi 

A “Digi” is an analogue modem provided with the alarm panel 

or as a separate piece of hardware. The digi is normally 

configured to send a minimal amount of information (24 hour 

test call, Open/Close and two events to confirm an intrusion). 

Often the test call and Open/Close events are turned off to 

further reduce costs, but in turn this reduces the value. 

 

Analogue transmission system (ATS) 

An analogue ATS sends alarms and detects when a telephone 

line is faulty or cut. The network monitoring service is charged 

annually by the alarm receiving centre to the installer on top of 

the telephone line rental. Analogue ATS’s transmit 8 to 16 

predefined channels/events such as Open/Close, 

Intruder/Intruder Confirmed, Fire/Fire Confirmed etc. 

Analogue ATS’s can be purchased as single path (one 

technology used to transmit alarms from the site) or dual path 

where a wireless GSM or GPRS connections “backs up” the 

telephone line in event of fault or cut. Any remote access to the 

panel is via the digi modem external to the ATS. 
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Analogue at your expense 

 
Analogue lines were designed to transmit 

voice and low speed data, until the internet 

revolutionised business and media. 

Line costs 

Telephone line rentals per site are £160+ per 

annum. Recently costs have been increasing as 

service providers migrate their core technology 

to digital/IP. 

Call charges 

The cost of transmitting every event using a 

dial up call is expensive (5.5p per call at least), 

because of this the number of events 

transmitted is kept to a minimum.  

Expensive network monitoring 

The telephone line external to the premises is 

not under the protection of the electronic 

security system it is essential to purchase 

additional “network monitoring” services per 

annum.  

Visit site to audit event 

If an event occurs the minimal data available 

from alarm receiving centre reports means that 

a site visit from security management and the 

installer is required to interrogate the security 

system.  

Visit site for alarm panel maintenance 

There are few security controls protecting 

remote access to the alarm panel. Calls are 

charged from the premises to the 

installer/maintained site, the preference is for 

engineers to visit site for diagnosis and re-visit 

to fix.  

A line for every application 

Telephone lines only transmit information to 

one destination at a time for one application, 

intruder, fire, EAS, BMS and other systems 

operate on separate circuits. 

 
 

 

 

Digital advantage 

 
Today’s computers and media transmit and receive more 

information faster than before over digital networks. Security 

can take advantage of this to reduce costs, improve security 

and increase efficiency. 

Shared network 

Digital networks enable multiple applications to use the same 

line without interruption or interference. Security systems can 

share the digital line (broadband/ADSL or other) 

simultaneously with no need for separate circuits.  

No dial up cost 

There are no dial up processes or call charges for broadband 

enabling the transmission of all data from the alarm systems. 

Lower cost network monitoring 

Analogue systems require equipment at the local exchange 

and/or a centralised host computer. The host distributes alarms 

to the required ARC over digital networks. The digital ATS 

does not require this infrastructure to convert from analogue to 

digital and is less expensive to operate. 

Dual path upgrade 

Because running costs are reduced, systems can be upgraded to 

dual path improving security further. 

Reduced site visits 

Because the digital ATS transmits the exact alarm the security 

system generated rather than a simplified interpretation, alarm 

reports are greatly enhanced. Events can be audited remotely 

and faults can be diagnosed for a first visit fix. 

Secure remote maintenance 

The digital ATS encrypts all data to higher standards than 

analogue technology. Remote access is highly controlled and 

more secure. UK and European security standards state that 

remotely maintained systems may be visited once a year, rather 

than twice. 

Combined signalling 

Digital networks are designed for shared applications, the 

digital security communicator can connect to multiple systems 

reducing the number of analogue lines required for intruder, 

fire, BMS, EAS and other security and retail applications. 
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Implementing digital signalling 
 
Prior to implementing a digital signalling 

strategy security managers should review the 

following areas to ensure that the desired 

benefits can be achieved. 

 

Independent approval 
 
The secure signalling of alarms and the 

monitoring of networks is a complex, technical 

subject. There are many requirements across a 

range of intruder, fire and signalling standards  

which an alarm transmission service provider 

must adhere to, many of which may not be 

immediately obvious. In the UK the BRE 

(British Research Establishment) provides an 

independent test and approval scheme which 

captures all UK, European, insurance and 

industry best practices. Selecting a product and 

service which has independent approval avoids 

doubt when considering other systems which 

may be accompanied by self declarations of 

“compliance”. A list of standards which 

govern alarm signalling can be found in Annex 

A. 

 

Fixed line network configuration 
 
Any IT department will want to understand the 

system and its impact on the network. The 

ATS should use a very limited amount of 

bandwidth and not require any inbound access 

to the network. Many IT departments will 

assume a high bandwidth use relating to 

CCTV, however the intruder and fire alarm 

applications will use very little data on the 

network. The system should be able to support 

DHCP or fixed IP address schemes. It should 

be proven by way of a template site that the 

network configuration has been completed. In 

brief, the work for IT should be minimal and 

the security of transmission high. 

 
Wireless communications 
 

Most ATS systems are provided with a 

contracted SIM card and airtime. As alarm 

panels are installed in challenging locations 

within the premises consideration for a 

roaming option either as standard or as an upgrade should be 

made. Some ATS providers enable end users to supply their 

own SIM card. In this case a proper activation and support 

process should be agreed prior to any roll out. 

 
Installation 
 
The digital ATS will require installation either inside the alarm 

panel or in its own tamper proof box with power supply. The 

system will need an Ethernet port close to the alarm panel,  be 

wired to a switch or wired directly to the instore router. There 

should be consideration for tamper protecting the exposed end 

of the Ethernet cable. 

 

Installation should be as automatic as possible. Field engineers 

are skilled at the physical installation of systems, but do not 

generally use laptop computers or specialised configuration 

equipment. The ATS provider should be provide telephone 

support to engineers and be able to view the progress of the 

installation electronically from the service centre. The ATS 

provider should be experienced in alarm panel configuration 

and networks. 

 

A good support and communications process between the ATS 

provider and IT should be implemented to resolve any on site 

issues during installation. 

 

Managing the project 
 
The ATS provider should provide a weekly progress report for 

the project. The report should identify sites which require 

further action to ensure a reliable dual path system. Post 

project the ATS provider should supply the ARC/installer with 

regular performance reports. 

 
Future 
 
The lifetime of an alarm system is long. During this time 

upgrades, changes and faults occur. A system should be 

selected which can be remotely upgraded, has a continuous 

development program and a clear warranty contract. 

 

The chosen partner should have a track record of innovation 

and the system designed to enable new features as well as 

maintenance upgrades. 

 
 
 
 



White paper: How to save money and improve efficiency with digital signalling 

 

5 

 

Securing the advantage 

 
The ongoing savings of a migration to digital 

are compelling, but new value can also be 

realised. The following key features should be 

target benefits for any migration. 

 
Detecting catastrophic failure 
 
In the UK insurers and professionals have 

recognised that the critical base component of 

the alarm transmission system is the detection 

of a catastrophic failure. 

 

European intruder alarm standards introduced 

a system of “Grading” from 1 (lowest security) 

to 4 (highest security). In general terms only 

Grade 2 and 3 intruder alarm systems are 

relevant.  

 

The EN50136 standard also defines “Grades” 

for signalling systems with the key parameters 

being encryption, substitution protection and 

the reporting time of faults/attacks on the 

communications networks.  

 

The flaw in the European standards for Graded 

signalling is that even at the highest Grade (4), 

the failure of the communication device, both 

networks or a disaster at the alarm receiving 

centre would not be detected for 5 hours. At 

Grade 3 and 2 this time to detect lengthens to 

24 hours. 

 

UK insurance and industry best practice 

recognises that this time gap is too long and 

the LPS1277 scheme tests alarm transmission 

systems to the following parameters: 

   

New terms and detection 
 

ATS4PLUS ATS5 

Old ……… 

G2 24 h 11 m  3.5m 

G3 24h 11m  3.5m 

G4 05h 11m  3.5m 

 

 
 
 

Reducing false alarms 
 
False alarms create unwanted business interruption. User error, 

alarm system faults and signalling issues all contribute to the 

problem.  

 
Managing network faults 

A system which polls regularly is highly desirable so that 

faults and their cause can be detected. However, the system 

should not generate unconfirmed events which demand 

unnecessary key holder visits out of hours. Evidence of 

availability per connection and the average number of faults 

per system per month should be provided by the alarm 

transmission service provider. 

 

Alarm system faults and maintenance 

The alarm panel can also transmit fault data in SIA. Using the 

alarm panels remote management software, this time 

connected to the panel remotely via the encrypted path of the 

alarm transmission system, faults can be resolved or isolated 

remotely and securely. 

 

Whenemploying remote maintenance, site visits can be 

reduced from the mandatory two to one per annum. 

Additionally, the remote visit could be performed more 

regularly to detect maintenance issues earlier. 

 
Curing information poverty 
 
The majority of alarm panels can transmit information in SIA 3 

format. To transmit  data over the digital network the 

communications device must connect to the alarm panel bus or 

modem. The data is captured from the bus or modem and 

transmitted in encrypted format to the ARC over either fixed 

line or wireless communications. There are over 1000 alarm 

types defined in the SIA protocol. The information provides a 

clear audit trail of the event which can be reviewed remotely 

via the alarm receiving centre systems. 

 
Example of SIA audit trail 

 

Account Time Date Alarm type Zone Text 

1234 5:59 1-6-11 Line fail   

1234 6:00 1-6-11 Open  J Smith 

1234 6:01 1-6-11 Intruder 1  

1234 6:01 1-6-11 Intruder 2  
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Summary 

 

Migrating to digital signalling saves money and improves security. Below is a summary of  points to help 

you achieve success and deliver a compelling return on investment. 

 

Return on investment 
 

1. How much can I save on replacing telephone lines with digital technology?  

Saving £160+ p/a, per site. 

 

2. What are the associated costs with digi systems? 

 Calls cost 5.5p national rate per call. If sending only Open/Close and a 24 hour test call each digi 

 will cost at least £42.90 in calls. 

 

3. What are the benefits of digital systems? 

 Whilst all network monitoring systems require managing, digital systems have less infrastructure. 

 Monitoring savings could be available. 

 

4. What is the cost of an engineer to visit site to diagnose and fix a problem? 

 If the system were remotely managed and maintained site visits could be reduced. 

 

5. What is the cost of a key holder/store manager to visit site for a false/unconfirmed activation? 

 Upgrading to dual path signalling with false alarm management can drastically reduce call outs. 

 

6. Are there other applications that could integrate to the digital ATS to save line rentals etc? 

Fire, EAS, BMS and Audio verification all potentially use a telephone line for communicating events 

and faults. Many arguments relating to the alarm panel signalling and management can be used for 

these applications too.

 
Benefits 
 

1. Remove PSTN line rental costs for every site, eradicate PSTN call charges for digis and remote 

service, future proof against analogue price rises. 

 

2. Upgrade to dual path signalling by using the savings made from PSTN line rental. 

 

3. Reduce security management visits by transmitting more alarm information, improving the remote 

audit trail. 

 

4. Mitigate risks by identifying problem sites remotely and instigate remedial action. 

 

5. Reduce risks by detecting catastrophic faults quickly 

 

6. Improve transmission security to enable remote maintenance. 

 

7. The same principles can be applied to fire, CCTV, EAS, BMS and fridges. 


